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	PROFESSIONAL SUMMARY



1. 14+ years of experience in Software Development within Microsoft environments, specializing in Integration, Azure Cloud Native solutions, Identity & Access Management, and Enterprise Systems.
1. Azure Identity & Integration specialist with expertise in passwordless authentication, Zero Trust architecture, JML lifecycle automation, and federated SSO solutions for enterprise and industrial environments.
1. Proven expertise in designing and migrating components from BizTalk to Azure cloud environments, with hands-on experience in FIDO2, smart cards, NFC authentication, and SAP ecosystem integration.
1. Extensive experience in DevOps practices including automated CI/CD pipelines and Infrastructure-as-Code using Azure DevOps, API OPS, Terraform, and Bicep.
1. Strong development experience with C#, ASP.NET MVC, .NET Core, Web API, WCF, SQL Server, Angular, and React.
1. Expert in designing and implementing scalable Azure solutions using PaaS services: Azure Functions, APIM, Logic Apps, Service Bus, Event Hub, Key Vault, and Application Gateway.

	TECHNICAL SKILLS



	Identity & Access Management
	Azure Entra ID, Passwordless Authentication, Zero Trust Architecture, Conditional Access, SAP Identity Authentication Service (IAS), JML Lifecycle Automation

	Cloud Technologies
	Azure Functions, Azure Logic Apps, Azure Storage, Azure API Management, Graph API, Azure Monitor, Azure Service Bus, Event Grid, Event Hub, On-Premises Data Gateway, VNET Integration

	Programming Languages
	C#, .NET Framework, .NET Core 8, ASP.NET, ASP.NET MVC Core

	Web Technologies
	Web API, WCF, AngularJS, Angular 8/9, React, JavaScript, jQuery, HTML, CSS

	Integration & Middleware
	BizTalk Server 2016 (Orchestrations, Pipelines, Maps, Schemas, Adapters), RESTful APIs, SOAP, JSON, XML, XSLT, Enterprise Integration Patterns (EIP), Hybrid Integration, SAP BTP, Azure Data Factory, Azure Stream Analytics.

	Databases
	SQL Server (MySQL, SQL Server 2012/2014), Cosmos DB

	DevOps & Monitoring
	Azure DevOps CI/CD, Application Insights, Log Analytics, Docker, Kubernetes, ELK Stack (Elasticsearch, Logstash, Kibana), RabbitMQ, API OPS

	Infrastructure
	Infrastructure as Code (Terraform, Bicep, ARM Templates), Hub-Spoke Network Architecture

	Version Control & Tools
	Git, GitHub, Azure Repos, TFS, JIRA, Visual Studio




	PROFESSIONAL EXPERIENCE



Azure Identity & Integration Architect
Wipro | Remote
September 2025 – Present
1. Architecting passwordless authentication solutions for 500+ plant floor workers across multiple manufacturing facilities using Azure Entra ID, FIDO2, and NFC badge readers.
1. Designing federated SSO architecture integrating Azure Entra ID with SAP IAS and SAP BTP, enabling secure access to 20+ applications on 50+ shared devices.
1. Implementing Zero Trust security framework with Conditional Access policies, and device trust models for industrial environments.
1. Designed and implemented zero-touch JML lifecycle automation for Entra ID using Python Durable Functions, Terraform, and Microsoft Graph API with Workload Identity Federation.
Azure Integration Architect
Games Workshop (SNAK Consultancy) | Nottingham, United Kingdom
September 2024 – August 2025
1. Designed, developed, and migrated components from BizTalk Server 2016 to cloud-native applications on Microsoft Azure using C#.
1. Partnered with business and technical stakeholders to document requirements, scope, and deliverables.
1. Integrated Azure services including Functions, App Service, Storage, Logic Apps, Event Hubs, Event Grid, Service Bus, and API Management.
1. Implemented CI/CD pipelines and Infrastructure as Code (Bicep/Terraform) for automated, repeatable deployments.
1. Designed hybrid integration patterns using VNET integration and hub-spoke topology.

Technical Architect
KCS IT | Porto, Portugal
December 2022 – August 2024
1. Designed, developed, and maintained cloud-native applications and services on Microsoft Azure using C# and BizTalk Server 2016.
1. Integrated various Azure services into application architecture including Azure Functions, App Service, Storage, Logic Apps, APIM, Service Bus, Event Grid, and Event Hubs.
1. Implemented CI/CD pipelines and Infrastructure as Code (Bicep/Terraform) for automated, repeatable deployments.

Assistant Manager
MetLife | Greater Noida, India
March 2017 – November 2022
1. Created system architecture for multiple products from scratch and drove development across multiple teams.
1. Collaborated with stakeholders to identify scope, provide high-level estimations, create timelines, and develop technical approaches and designs.
1. Established strong communication channels with development teams, providing support throughout the release cycle.
1. Led implementation of CI/CD pipelines using Azure DevOps, Docker, and Kubernetes for automated deployments.
Senior Software Developer
GSWI India Pvt. Ltd. | Gurgaon, India
July 2014 – March 2017
1. Designed and delivered EPC Management solutions enabling fast and efficient deployment of quality code to production.
1. Collaborated with product owners to understand application capabilities and testing scenarios.
1. Participated in all stages of application development lifecycle including requirements analysis, architecture modelling, design, development, implementation, and support.
1. Developed unique algorithms for pattern searching in Excel, enhancing data processing capabilities.
Software Developer
IN Technologies Pvt. Ltd. | Gurgaon, India
December 2013 – June 2014
1. Led conversion of entire system into real-time environment using SignalR and load balancing algorithms.
1. Troubleshot and resolved application and infrastructure errors quickly and efficiently.
Software Developer
ATS Infotech Pvt. Ltd. | New Delhi, India
February 2011 – May 2013
1. Worked in Application development and support team to provide technical solution of client problems.
1. Continuously evaluate the existing software to identify areas of improvement and ensure architectural integrity as additional features are added.

	KEY PROJECTS



Passwordless SSO for Shared Enterprise Devices
Client: Wipro | Remote | September 2025 – Present
Role: Azure Identity & Integration Architect
Designed passwordless authentication architecture for 50+ shared devices supporting 500+ plant floor workers, eliminating password entry while maintaining enterprise security and SAP BTP compatibility.
Technologies Used: Azure Entra ID, Passwordless Authentication (FIDO2, Smart Cards, NFC), Conditional Access, Certificate-Based Authentication (CBA), SAP IAS, SAP BTP, SAML 2.0, OIDC, Zero Trust Architecture
Unified Cloud Integration Ecosystem (UCIE)
Client: Games Workshop | Nottingham, United Kingdom | September 2024 – September 2025
Role: Azure Integration Architect
Migrated legacy BizTalk-based integrations into a scalable, cloud-native architecture on Microsoft Azure. Established a unified integration framework, streamlining data flows across enterprise systems and enhancing automation, observability, and governance through Azure landing zones.
Technologies Used: C#, Azure Functions, Azure Logic Apps, Azure Data Factory, Azure Event Hub, Azure Event Grid, Azure API Management, Bicep, Terraform, Azure DevOps, Docker, Kubernetes, D365, Azure Storage, BizTalk Server 2016
Integration Platform
Client: COFCO International | Geneva, Switzerland | December 2022 – August 2024
Role: Azure Integration Architect
Replaced current BizTalk architecture using Azure Cloud-based approach. Provided a scalable and swift system to integrate different COFCO systems including applications, databases, and external data sources/targets into Cloud Ecosystem.
Technologies Used: C#, Azure Functions, Azure API Management, Azure Logic Apps, Azure Service Bus, Azure Storage, BizTalk Server 2016

	EDUCATION



Master of Business Administration (IT)
Ural Federal University, Yekaterinburg, Russia | 2018 – 2020
Bachelor of Technology (IT)
Institute of Electronics & Telecommunication Engineers (IETE), New Delhi, India | 2006 – 2010
'A' Level (Advanced Diploma)
DOEACC Society, New Delhi, India | 2005 – 2009
